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Quantum Entanglement at a Distance: a final frontier



Quantum Entanglement at a Distance: a final frontier

Quantum Internet

Technology

Kimble Nature 2008

Azuma et al Rev Mod Phys 2023

Distributed Sensing

Kim et al Nature Comm 2023

Gottesman et al PRL 2012

Secure Communication and Computation

Delegated Secure Quantum Computation

[i.e. Blind Quantum Computing]

Quantum Key Distribution 
[e.g. BB84]

Science
Fundamental Science

Covey PRX Quantum 2025



Blind Quantum Computing (BQC)

A. Broadbent, J. Fitzsimons and E. Kashefi, "Universal Blind Quantum Computation," 2009 50th Annual IEEE Symposium on Foundations of Computer Science (2009), pp. 517-526

J. F. Fitzsimons, “Private quantum computation: an introduction to blind quantum computing and related protocols”, npj QI 3, 23 (2017) 

Server Client

Limited quantum resources

Capable of Fault-Tolerant QC
Wants to run a quantum algorithm


But does not trust the server

(i.e. wants to keep algorithm and data hidden)

Blind QC Protocol

Involving classical/quantum communication



“Simplest approach”: Measurement-Based QC

R. Raussendorf and H. J. Briegel, “A One-Way Quantum Computer”, Phys. Rev. Lett. 86, 5188 (2001)

A. Broadbent, J. Fitzsimons and E. Kashefi, "Universal Blind Quantum Computation," 2009 50th Annual IEEE Symposium on Foundations of Computer Science, pp. 517-526 (2009)

Server Uses quantum resources to 
prepare a resource state 

Which are sent to the client 
and measured

Client

Measurement pattern enables the 
client to perform any computation


(given large enough resource state)
1-way Protocol: The server cannot 
learn any details of the computation

photon



Simple yet hard: Challenges for large-scale BQC 

S. Barz et al, Science (2012)

S. Barz et al, Nature Physics (2013)

Polacchi et al, arXiv:2407.09310 (2024) 

Topological BQC

Morimae and Fujii, 

Nature Comm (2012) 

Photonic experimental BQC

Key Challenges: 

1) Transmission  photon loss

2) Errors / non-deterministic entanglement


⇒

“Just” compile blind error correction 
   

Meaning: 
- More photons

- More complicated state topologies

- More overhead

- Very bad loss/error thresholds


(very stringent expt requirements)
Answer: “Just” choose a 

better resource state

P. Thomas et al, Nature (2022)

Server Client



New opportunities when thinking holistically

Server’s matter qubits = robust quantum processor  

• Deterministic generator of entanglement  

• Memory qubits enables retry until success protocols

Server Client

The local QC: 
Fast, with high fidelity

The connection (photons): 
Lossy and noisy

Goal: Offload as much as 
possible to the server

Y.-C. Wei*, P.-J. Stas*, A. 
Suleymanzade*, G. Baranes*, FM 
et al., to appear on Science (2024)

P. Drmota et al, 

PRL (2024)

Trapped ions SiV

Related theory works (under Ancilla-drive BQC):

J. Anders et al, PRA (2010)

How much more can we gain if 
we think of the entire stack?

T. Sueki et al, PRA (2013)

Q. Dai et al, EPJ Quantum Technology (2023)



Designing Fault-Tolerant Blind Quantum Computing

Hybrid Light-Matter 
Blind QC

Exploring new circuits 
design possibilities

Fault-tolerant scalable 
implementation



Rules of the game

Server:  
Matter-Based Fault-Tolerant 
Quantum Computer

Client: 
Photonic Measurement Device

+ Classical computer


Classical Information

Photonic qubits

Client’s goal: Perform a large quantum computation on 
the server without revealing details of the computation



Building a blind rotation gate
Server Client

<latexit sha1_base64="5icZEHzW9tAW74eIgtlzXKDBufw="></latexit>

|±→ω =
|0→± e→iω |1→↑

2

<latexit sha1_base64="q7iqDOOQOvGpxmRi++95VXJqaJg=">AAAB/XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx6jmAckS5idzCZDZmaXmVlhWYI/4FX/wJt49Vv8Ab/DSbIHk1jQUFR1090VxJxp47rfTmFtfWNzq7hd2tnd2z8oHx61dJQoQpsk4pHqBFhTziRtGmY47cSKYhFw2g7Gt1O//USVZpF8NGlMfYGHkoWMYGOlh17WL1fcqjsDWiVeTiqQo9Ev//QGEUkElYZwrHXXc2PjZ1gZRjidlHqJpjEmYzykXUslFlT72ezSCTqzygCFkbIlDZqpfycyLLRORWA7BTYjvexNxf+8bmLCaz9jMk4MlWS+KEw4MhGavo0GTFFieGoJJorZWxEZYYWJseEsbIlHqWZET2ww3nIMq6R1UfVq1dr9ZaV+k0dUhBM4hXPw4ArqcAcNaAKBEF7gFd6cZ+fd+XA+560FJ585hgU4X7/9gZZY</latexit>

{
Server perspective:  
Random measurements ~ dephasing  
Hides angle information

Client perspective:  
Measurement record enables decoding

Not yet efficient:
<latexit sha1_base64="gvwtdipnV9LoQBJOU+yUiKzjE2s=">AAACCXicbVDJSgNBEO1xjXEb9eilMQjxYJgRiR6DXjxJBLNAJoaeTiVp0rPQXSOGIVcv/ooXD4p49Q+8+Td2loMmPih4vFdFVT0/lkKj43xbC4tLyyurmbXs+sbm1ra9s1vVUaI4VHgkI1X3mQYpQqigQAn1WAELfAk1v3858mv3oLSIwlscxNAMWDcUHcEZGqll03LeQ3jAVCecg9bDI+ppEVAPkN2lx9fDlp1zCs4YdJ64U5IjU5Rb9pfXjngSQIhcMq0brhNjM2UKBZcwzHqJhpjxPutCw9CQBaCb6fiTIT00Spt2ImUqRDpWf0+kLNB6EPimM2DY07PeSPzPayTYOW+mIowThJBPFnUSSTGio1hoWyjgKAeGMK6EuZXyHlOMowkva0JwZ1+eJ9WTglssFG9Oc6WLaRwZsk8OSJ645IyUyBUpkwrh5JE8k1fyZj1ZL9a79TFpXbCmM3vkD6zPHxUzmfU=</latexit>

P (success) → ω→N

Probability of photon arriving
<latexit sha1_base64="WvfhfYEsQkO0vs3CtkdP1Qvrp9g=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gPaUDbbTbt0dxN2J0IJ/QtePCji1T/kzX/jps1Bqw8GHu/NMDMvTAQ36HlfTmltfWNzq7xd2dnd2z+oHh51TJxqyto0FrHuhcQwwRVrI0fBeolmRIaCdcPpbe53H5k2PFYPOEtYIMlY8YhTgrk0YEiG1ZpX9xZw/xK/IDUo0BpWPwejmKaSKaSCGNP3vQSDjGjkVLB5ZZAalhA6JWPWt1QRyUyQLW6du2dWGblRrG0pdBfqz4mMSGNmMrSdkuDErHq5+J/XTzG6DjKukhSZostFUSpcjN38cXfENaMoZpYQqrm91aUToglFG0/FhuCvvvyXdC7qfqPeuL+sNW+KOMpwAqdwDj5cQRPuoAVtoDCBJ3iBV0c6z86b875sLTnFzDH8gvPxDQx0jkM=</latexit>ω

Pauli Frame



Building a deterministic blind rotation gate
Client

<latexit sha1_base64="5icZEHzW9tAW74eIgtlzXKDBufw="></latexit>

|±→ω =
|0→± e→iω |1→↑

2

Morimae and Fujii PRA 2013

Use an additional matter qubit as a buffer Server

<latexit sha1_base64="DPlYRKT7hcCFUmtO27zuE0BJYGk=">AAACCHicbVA9SwNBEN3zM8avU0sLF4MQQcOdSLQRgjaWUUwMJuext9kkS3bvjt05IR4pbfwrNhaK2PoT7Pw3bj4KjT4YeLw3w8y8IBZcg+N8WVPTM7Nz85mF7OLS8sqqvbZe1VGiKKvQSESqFhDNBA9ZBTgIVosVIzIQ7Drong386zumNI/CK+jFzJOkHfIWpwSM5NtbFT/Ve7KPT/DNrcaX/n09v+/u3soGdBgQz7dzTsEZAv8l7pjk0Bhl3/5sNCOaSBYCFUTruuvE4KVEAaeC9bONRLOY0C5ps7qhIZFMe+nwkT7eMUoTtyJlKgQ8VH9OpERq3ZOB6ZQEOnrSG4j/efUEWsdeysM4ARbS0aJWIjBEeJAKbnLFKIieIYQqbm7FtEMUoWCyy5oQ3MmX/5LqQcEtFooXh7nS6TiODNpE2yiPXHSESugclVEFUfSAntALerUerWfrzXoftU5Z45kN9AvWxzc8U5g7</latexit>

Us,m = ZsRz[(→1)mω]Remotely acts with:

Done!

<latexit sha1_base64="0i9XhgGhp6bLqCEqzPIvy8UcnCw=">AAAB/nicbVDLSgNBEJz1GeNrVTx5GQyCp7gbJHoJBL14jGIekCxhdjKbDJnHMjOrhCXgr3jxoIhXv8Obf+Mk2YMmFjQUVd10d4Uxo9p43reztLyyurae28hvbm3v7Lp7+w0tE4VJHUsmVStEmjAqSN1Qw0grVgTxkJFmOLye+M0HojSV4t6MYhJw1Bc0ohgZK3Xdw7jin5Vg5472BwYpJR8hr3hdt+AVvSngIvEzUgAZal33q9OTOOFEGMyQ1m3fi02QImUoZmSc7ySaxAgPUZ+0LRWIEx2k0/PH8MQqPRhJZUsYOFV/T6SIaz3ioe3kyAz0vDcR//PaiYkug5SKODFE4NmiKGHQSDjJAvaoItiwkSUIK2pvhXiAFMLGJpa3IfjzLy+SRqnol4vl2/NC9SqLIweOwDE4BT64AFVwA2qgDjBIwTN4BW/Ok/PivDsfs9YlJ5s5AH/gfP4AOseUZg==</latexit>

p = 1/2 → m = 0<latexit sha1_base64="vTHgWWhuyoW+RPz0u1REM2jv0nU=">AAAB/nicbVDLSgNBEJz1GeNrVTx5GQyCp7gbJHoJBL14jGIekCxhdjKbDJnHMjOrhCXgr3jxoIhXv8Obf+Mk2YMmFjQUVd10d4Uxo9p43reztLyyurae28hvbm3v7Lp7+w0tE4VJHUsmVStEmjAqSN1Qw0grVgTxkJFmOLye+M0HojSV4t6MYhJw1Bc0ohgZK3Xdw7jin5Vg5472BwYpJR8hr/hdt+AVvSngIvEzUgAZal33q9OTOOFEGMyQ1m3fi02QImUoZmSc7ySaxAgPUZ+0LRWIEx2k0/PH8MQqPRhJZUsYOFV/T6SIaz3ioe3kyAz0vDcR//PaiYkug5SKODFE4NmiKGHQSDjJAvaoItiwkSUIK2pvhXiAFMLGJpa3IfjzLy+SRqnol4vl2/NC9SqLIweOwDE4BT64AFVwA2qgDjBIwTN4BW/Ok/PivDsfs9YlJ5s5AH/gfP4APEuUZw==</latexit>

p = 1/2 → m = 1

Never need to abort entire computation
<latexit sha1_base64="PZulw8Bx0spRQjO3euzTTHHptHA=">AAACDHicbVDLSsNAFJ3UV62vqks3g0VwY0mKVJdFN65KFfuAJpbJdNIOnTyYuVFKyAe48VfcuFDErR/gzr9x2mahrQcGDuecy5173EhwBab5beSWlldW1/LrhY3Nre2d4u5eS4WxpKxJQxHKjksUEzxgTeAgWCeSjPiuYG13dDnx2/dMKh4GtzCOmOOTQcA9TgloqVcs2QzIXXJST7F9wwdDIFKGD7iSyVaK61inzLI5BV4kVkZKKEOjV/yy+yGNfRYAFUSprmVG4CREAqeCpQU7ViwidEQGrKtpQHymnGR6TIqPtNLHXij1CwBP1d8TCfGVGvuuTvoEhmrem4j/ed0YvHMn4UEUAwvobJEXCwwhnjSD+1wyCmKsCaGS679iOiSSUND9FXQJ1vzJi6RVKVvVcvX6tFS7yOrIowN0iI6Rhc5QDV2hBmoiih7RM3pFb8aT8WK8Gx+zaM7IZvbRHxifP/Yvmko=</latexit>

ω→N → 2ω→1N



Why it works: The Pauli Frame

The client knows the measurements = can adapt angles to perform correct computation

Applying a blind gate: 
<latexit sha1_base64="IkxyOp1ZeUNL97wLztDD8qfTEMo="></latexit>

ZsRz(ω)X
aZb |ε→ = XaZs+bRz[(↑1)aω)] |ε→

Pauli Frame

Only requirement: gates must preserve the structure of the Pauli frame

Server can apply any Clifford gate C non-blindly
<latexit sha1_base64="OWycYCNfpt+ZsvI3C77LUHGxS4s=">AAACRnicbVC7SgNBFL0b3/EVtbQZDKJV2BWJNoKYRrsIRoVsCLOTGzNk9sHMXTEs+03+hj9gYaOdpZ3YOnkURj0wcDjn3LmXEyRKGnLdF6cwMzs3v7C4VFxeWV1bL21sXps41QIbIlaxvg24QSUjbJAkhbeJRh4GCm+Cfm3o39yjNjKOrmiQYCvkd5HsSsHJSu3SRY0xn/CBRl9lGjt5Vs9Zg/l9pMxPjMzZyT+RvZzVplPtUtmtuCOwv8SbkDJMUG+X3v1OLNIQIxKKG9P03IRaGdckhcK86KcGEy76/A6blkY8RNPKRkfkbNcqHdaNtX0RsZH6cyLjoTGDMLDJkFPP/PaG4n9eM6XucSuTUZISRmK8qJsqRjEb9sc6UqMgNbCECy3trUz0uOaCbMtTW5LewEhhcluM97uGv+T6oOJVK9XLw/Lp2aSiRdiGHdgHD47gFM6hDg0Q8AjP8ApvzpPz4Xw6X+NowZnMbMEUCvANMQWyYw==</latexit>

CPU |ω→ = P →CU |ω→

1) Preserves the structure of the Pauli frame  
 

2) The transformation of the Pauli P  P’ is 
classically computable so the client can keep 
track of changing frame

<latexit sha1_base64="gDeR3XdNGcyMGNOd+simTl71SEU=">AAACDHicbVDLSsNAFL2pr1ofjbp0M1hEVyURqW6EYjcuI9gHtLFMJpN26OTBzEQIob/gD7jVP3Anbv0Hf8DvcPpY2NYDFw7n3Mu5HC/hTCrL+jYKa+sbm1vF7dLO7t5+2Tw4bMk4FYQ2Scxj0fGwpJxFtKmY4rSTCIpDj9O2N2pM/PYTFZLF0YPKEuqGeBCxgBGstNQ3y43Hno8HyEENdIOcs75ZsarWFGiV2HNSgTmcvvnT82OShjRShGMpu7aVKDfHQjHC6bjUSyVNMBnhAe1qGuGQSjefPj5Gp1rxURALPZFCU/XvRY5DKbPQ05shVkO57E3E/7xuqoJrN2dRkioakVlQkHKkYjRpAflMUKJ4pgkmgulfERligYnSXS2kJMNMMiLHuhh7uYZV0rqo2rVq7f6yUr+dV1SEYziBc7DhCupwBw40gUAKL/AKb8az8W58GJ+z1YIxvzmCBRhfv2hfmiQ=</latexit>

C†PC = P →

Putting these elements together!



Building more complex gates

Arbitrary blind 1Q rotation

Entangling 2Q rotation

It is a universal primitive It is a flexible primitive

Interlacing blind and known gates: 

1) Reduces communication costs 

2) Client can choose which 
information they hide

Enough to do everything (in principle). What can we do in practice?



Designing Fault-Tolerant Blind Quantum Computing

Hybrid Light-Matter 
Blind QC

Exploring new circuits 
design possibilities

Fault-tolerant scalable 
implementation



Scenario 1: Blindness-Efficiency Trade-Off
Fully-Blind Bricklayer

“Too expensive.”Client

Open question: Is it the right measure?

Efficiency: 
 Fidelity: 
 
: blind gate fidelity𝑓

Number of Unitaries:     

[A measure of how likely the server is to guess the unitary]

vs 
<latexit sha1_base64="zaK4dPsC+NaumTFYr6B9cy4nk5A=">AAAB83icbVBNS8NAEJ3Ur1q/oh69LBahXkpSpHosevGkVewHtLFstpt26WYTdjdCCf0bXjwo4tU/481/47bNQVsfDDzem2Fmnh9zprTjfFu5ldW19Y38ZmFre2d3z94/aKookYQ2SMQj2faxopwJ2tBMc9qOJcWhz2nLH11N/dYTlYpF4kGPY+qFeCBYwAjWRureliqPKbm57w0npz276JSdGdAycTNShAz1nv3V7UckCanQhGOlOq4Tay/FUjPC6aTQTRSNMRnhAe0YKnBIlZfObp6gE6P0URBJU0Kjmfp7IsWhUuPQN50h1kO16E3F/7xOooMLL2UiTjQVZL4oSDjSEZoGgPpMUqL52BBMJDO3IjLEEhNtYiqYENzFl5dJs1J2q+Xq3VmxdpnFkYcjOIYSuHAONbiGOjSAQAzP8ApvVmK9WO/Wx7w1Z2Uzh/AH1ucP2eSQ7w==</latexit>

O(2cNRh)

<latexit sha1_base64="UjGTEaLusPdVEJ++rDOUFA/kFio=">AAACCXicbVDJSgNBEO2JW4xb1KOXxiDES5gRiR6DXjxpFLNAJoSeTk3SpGehu0YIQ65e/BUvHhTx6h9482/sLAdNfFDweK+KqnpeLIVG2/62MkvLK6tr2fXcxubW9k5+d6+uo0RxqPFIRqrpMQ1ShFBDgRKasQIWeBIa3uBy7DceQGkRhfc4jKEdsF4ofMEZGqmTpzeuBB+L1PUV4+n1Xac/Sl1ANnKV6PXxuJMv2CV7ArpInBkpkBmqnfyX2414EkCIXDKtW44dYztlCgWXMMq5iYaY8QHrQcvQkAWg2+nkkxE9MkqX+pEyFSKdqL8nUhZoPQw80xkw7Ot5byz+57US9M/bqQjjBCHk00V+IilGdBwL7QoFHOXQEMaVMLdS3mcmEjTh5UwIzvzLi6R+UnLKpfLtaaFyMYsjSw7IISkSh5yRCrkiVVIjnDySZ/JK3qwn68V6tz6mrRlrNrNP/sD6/AFLjZoc</latexit>

O

(
NRh

ω

)
<latexit sha1_base64="x4DRyuWsimH0nlcmCorhNryPwds=">AAACAHicbVDLSsNAFJ34rPVVdeHCzWAR6qYkItVl0Y0rrWIf0NYwmU6aoZNJmLkRSsjGX3HjQhG3foY7/8bpY6GtBy4czrmXe+/xYsE12Pa3tbC4tLyymlvLr29sbm0XdnYbOkoUZXUaiUi1PKKZ4JLVgYNgrVgxEnqCNb3B5chvPjKleSTvYRizbkj6kvucEjCSW9i/6QjmQwn7D+n1nRtkHcX7ARy7haJdtsfA88SZkiKaouYWvjq9iCYhk0AF0brt2DF0U6KAU8GyfCfRLCZ0QPqsbagkIdPddPxAho+M0sN+pExJwGP190RKQq2HoWc6QwKBnvVG4n9eOwH/vJtyGSfAJJ0s8hOBIcKjNHCPK0ZBDA0hVHFzK6YBUYSCySxvQnBmX54njZOyUylXbk+L1YtpHDl0gA5RCTnoDFXRFaqhOqIoQ8/oFb1ZT9aL9W59TFoXrOnMHvoD6/MH7TCWAA==</latexit>

O
(
f
NRh

)

     -Blind Bricklayer

Make some gates 
known to the server

        gates remain blind

<latexit sha1_base64="pN8DrrPokRF0BpXIazUhoqWlQOA=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx7jIw9IljA7mU2GzM4uM71CWPIJXjwo4tUv8ubfOEn2oNGChqKqm+6uIJHCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mr2d++5FrI2L1gJOE+xEdKhEKRtFK93f9Ub9ccavuHOQv8XJSgRyNfvmzN4hZGnGFTFJjup6boJ9RjYJJPi31UsMTysZ0yLuWKhpx42fzU6fkxCoDEsbalkIyV39OZDQyZhIFtjOiODLL3kz8z+umGF76mVBJilyxxaIwlQRjMvubDITmDOXEEsq0sLcSNqKaMrTplGwI3vLLf0nrrOrVqrXb80r9Ko+jCEdwDKfgwQXU4QYa0AQGQ3iCF3h1pPPsvDnvi9aCk88cwi84H98ouo28</latexit>

Rh

<latexit sha1_base64="9kp2Q3AINkctPZBFMk8psPtFyk4=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF09SxX5AG8pmu2mW7m7C7kYooX/BiwdFvPqHvPlv3LQ5aPXBwOO9GWbmBQln2rjul1NaWV1b3yhvVra2d3b3qvsHHR2nitA2iXmsegHWlDNJ24YZTnuJolgEnHaDyXXudx+p0iyWD2aaUF/gsWQhI9jk0u39MBpWa27dnQP9JV5BalCgNax+DkYxSQWVhnCsdd9zE+NnWBlGOJ1VBqmmCSYTPKZ9SyUWVPvZ/NYZOrHKCIWxsiUNmqs/JzIstJ6KwHYKbCK97OXif14/NeGlnzGZpIZKslgUphyZGOWPoxFTlBg+tQQTxeytiERYYWJsPBUbgrf88l/SOat7jXrj7rzWvCriKMMRHMMpeHABTbiBFrSBQARP8AKvjnCenTfnfdFacoqZQ/gF5+MbxMSOFA==</latexit>

NRh



Scenario 2: Hiding Specific Information (Partial Blindness)
“I do not mind revealing that I am performing Hamiltonian simulation.  

I just don’t want the server to know what I’m simulating.”

Client

Haah, Liu, Tan, IEEE 65th Annual Symposium on Foundations of Computer Science (2024)

Pauli string 

Key Primitive:

Need to implement:

The client can choose which aspect of the computation to conceal

blind gates

<latexit sha1_base64="T19YqFwKr1QIe08VkXDyZzuWAoQ=">AAAB73icbVDLSgNBEJyNrxhfUY9eBoMgHsKuSPQY9OIxgnlAEsPspDcZMju7zvQKYclPePGgiFd/x5t/4yTZgyYWNBRV3XR3+bEUBl3328mtrK6tb+Q3C1vbO7t7xf2DhokSzaHOIxnpls8MSKGgjgIltGINLPQlNP3RzdRvPoE2IlL3OI6hG7KBEoHgDK3U6uAQkD2c9Yolt+zOQJeJl5ESyVDrFb86/YgnISjkkhnT9twYuynTKLiESaGTGIgZH7EBtC1VLATTTWf3TuiJVfo0iLQthXSm/p5IWWjMOPRtZ8hwaBa9qfif104wuOqmQsUJguLzRUEiKUZ0+jztCw0c5dgSxrWwt1I+ZJpxtBEVbAje4svLpHFe9irlyt1FqXqdxZEnR+SYnBKPXJIquSU1UiecSPJMXsmb8+i8OO/Ox7w152Qzh+QPnM8fxNiPzw==</latexit>

ω→
<latexit sha1_base64="keaaDg0Tw00i60DiD7qN1XAy7rk=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY9OLNCvYD2qVk02wbmmSXJCuUpX/BiwdFvPqHvPlvzLZ70NYHA4/3ZpiZF8ScaeO6305hbX1jc6u4XdrZ3ds/KB8etXWUKEJbJOKR6gZYU84kbRlmOO3GimIRcNoJJreZ33miSrNIPpppTH2BR5KFjGCTSfdV73xQrrg1dw60SrycVCBHc1D+6g8jkggqDeFY657nxsZPsTKMcDor9RNNY0wmeER7lkosqPbT+a0zdGaVIQojZUsaNFd/T6RYaD0Vge0U2Iz1speJ/3m9xITXfspknBgqyWJRmHBkIpQ9joZMUWL41BJMFLO3IjLGChNj4ynZELzll1dJ+6Lm1Wv1h8tK4yaPowgncApV8OAKGnAHTWgBgTE8wyu8OcJ5cd6dj0VrwclnjuEPnM8f4N6Nfg==</latexit>

O(1)

Hiding      Hiding     and  
<latexit sha1_base64="PIhTQZXW/1qqis71FhOqV//qhuo=">AAAB+nicbVBNS8NAEN34WetXqkcvi0VoLyURqR6LXrxZwX5AG8pmu22XbjZhd6KG2J/ixYMiXv0l3vw3btsctPXBwOO9GWbm+ZHgGhzn21pZXVvf2Mxt5bd3dvf27cJBU4exoqxBQxGqtk80E1yyBnAQrB0pRgJfsJY/vpr6rXumNA/lHSQR8wIylHzAKQEj9ezCTakL7BHSKBTJpCTL5Z5ddCrODHiZuBkpogz1nv3V7Yc0DpgEKojWHdeJwEuJAk4Fm+S7sWYRoWMyZB1DJQmY9tLZ6RN8YpQ+HoTKlAQ8U39PpCTQOgl80xkQGOlFbyr+53ViGFx4KZdRDEzS+aJBLDCEeJoD7nPFKIjEEEIVN7diOiKKUDBp5U0I7uLLy6R5WnGrlertWbF2mcWRQ0foGJWQi85RDV2jOmogih7QM3pFb9aT9WK9Wx/z1hUrmzlEf2B9/gCihJOc</latexit>

O(poly(n))

<latexit sha1_base64="Yn4FUbA9ZpYWpTp7727OaUkUyeQ=">AAAB6HicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFNy5bsA9oB8mkd9rYTGZIMkIZ+gVuXCji1k9y59+YtrPQ1gOBwznnkntPkAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8H4duZ3nlBpHst7M0nQj+hQ8pAzaqzUbDyUK27VnYOsEi8nFchh81/9QczSCKVhgmrd89zE+BlVhjOB01I/1ZhQNqZD7FkqaYTaz+aLTsmZVQYkjJV90pC5+nsio5HWkyiwyYiakV72ZuJ/Xi814bWfcZmkBiVbfBSmgpiYzK4mA66QGTGxhDLF7a6EjaiizNhuSrYEb/nkVdK+qHq1aq15Wanf5HUU4QRO4Rw8uII63EEDWsAA4Rle4c15dF6cd+djES04+cwx/IHz+QOtK4zf</latexit>

P
<latexit sha1_base64="T19YqFwKr1QIe08VkXDyZzuWAoQ=">AAAB73icbVDLSgNBEJyNrxhfUY9eBoMgHsKuSPQY9OIxgnlAEsPspDcZMju7zvQKYclPePGgiFd/x5t/4yTZgyYWNBRV3XR3+bEUBl3328mtrK6tb+Q3C1vbO7t7xf2DhokSzaHOIxnpls8MSKGgjgIltGINLPQlNP3RzdRvPoE2IlL3OI6hG7KBEoHgDK3U6uAQkD2c9Yolt+zOQJeJl5ESyVDrFb86/YgnISjkkhnT9twYuynTKLiESaGTGIgZH7EBtC1VLATTTWf3TuiJVfo0iLQthXSm/p5IWWjMOPRtZ8hwaBa9qfif104wuOqmQsUJguLzRUEiKUZ0+jztCw0c5dgSxrWwt1I+ZJpxtBEVbAje4svLpHFe9irlyt1FqXqdxZEnR+SYnBKPXJIquSU1UiecSPJMXsmb8+i8OO/Ox7w152Qzh+QPnM8fxNiPzw==</latexit>

ω→

blind gates

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=



Scenario 3: Increasing the Space of Accessible Unitaries

“I can only perform      blind gates. 

How ‘complex’ can my computation be?”Client

Expressibility: the ability of a circuit to generate a uniformly 
distributed ensemble in the space of all possible unitaries

Pauli Rotation 
Circuit

New circuit designs  the space of 
unitaries accessible to the client expands 

greatly

Bricklayer

Low expressibility: Blind circuit has 
access to unitaries with high overlap 

(i.e. similar)


High expressibility: Circuit has access to 
a wide variety of distinct unitaries  
 
	 More powerful!

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N



Interplay of Local and Blind gates: 3 Takeaways

More efficient and secure circuit designs 

𝑒𝑖 𝜃
2 𝑃 =

Delegated blind gates  
+ 

Local high-fidelity Clifford unitaries 
= 

Larger Landscape of Circuit Design 
Possibilities

More expressive unitaries with fewer photonsSecurity-Efficiency Trade-Off



Designing Fault-Tolerant Blind Quantum Computing

Hybrid Light-Matter 
Blind QC

Exploring new circuits 
design possibilities

Fault-tolerant scalable 
implementation



End Goal: Efficient Fault-Tolerant Quantum Computation
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End Goal: Efficient Fault-Tolerant Quantum Computation

Error Correction

Physical Gates

Quantum 
Algorithm

Computing Stack

Error Correction

Physical Gates

Quantum 
Algorithm

Computing Stack

What we want

Question 1: 
Is this possible?

Error correction overhead 
cannot reveal information 

about the logical operations

Question 2:  
Do we have the right architecture?

Matter qubits can form effective 
logical qubits, while photons 

apply delegated physical gates



General Workflow

Choose QEC 
code for the 

server’s qubits

Determines native gate set

- Transversal

- Teleported

Compile full 
blind algorithm

Depending on resources 
and compilation goals Why is this 

suitable for BQC?



Tranversal gate = efficient (few-photon) logical operations 

1 logical operation =         photons

Errors in the delegated gate = local errors in matter qubits 

Communication errors are easy to correct and do not spread

For                     QEC code

<latexit sha1_base64="FKi3S/Z9wFJuZ6sHnCGZ+0iWTsA=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYJJPvlil/150CrJMhJBXI0+uWv3kCRVFBpCcfGdAM/sWGGtWWE02mplxqaYDLGQ9p1VGJBTZjNr52iM6cMUKy0K2nRXP09kWFhzERErlNgOzLL3kz8z+umNr4OMyaT1FJJFovilCOr0Ox1NGCaEssnjmCimbsVkRHWmFgXUMmFECy/vEpaF9WgVq3dX1bqN3kcRTiBUziHAK6gDnfQgCYQeIRneIU3T3kv3rv3sWgtePnMMfyB9/kDR8iO9A==</latexit>→ n



Gate Teleportation = efficient (few-photon) magic state teleportation

Blind gate teleportation

Why it works: 
1) Requires same resources as transversal 
1Q and 2Q gates  
  
2) Magic state is generated and distilled 
without the client’s intervention!

Transversal gates are not enough 
[Eastin-Knill Theorem]

Magic state factory

Magic state teleportation gadget, provides the rest

E.g: For the Steane code: 
- all Clifford gates are transversal 
- T gate injection needs a S gate correction



Syndrome Extraction (SE) = Efficient and performant EC

QEC code stabilizer checks can be 
performed locally on the server!

1) Local operations have higher fidelity => error detection is immediately improved!


2) Unfortunately, server cannot do the decoding… 

The Pauli frame alters the outcomes of SE: need client’s measurement record to decode  
Nevertheless, this is a classical problem that the client can solve



Putting everything together

Photonic qubits saved: 

Fewer gates, greater tolerance to error

 


 Let’s quantify this intuition with a careful analysis of the surface code 

No photons required for stabilizer checks (i.e. SE)

No photons required for non-blind gates

No photons required for magic state generation



How much do we win?

Compare: 
1) Blind Syndrome Extraction (everything ran blindly)

Local SE 
improvement

2) Local Syndrome Extraction (SE locally by server)



Changing hiding ratio to improve thresholds
Revealing some of the blind gates, further reduces the number of blind/delegated gates 

Further reducing the noisy delegated gates 
improves the error correction thresholds

0.0 1.00.5

Hiding fraction,

There is a subtle interplay between how efficient error 
correction is and the circuit compilation 

Important open question

<latexit sha1_base64="pN8DrrPokRF0BpXIazUhoqWlQOA=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BLx7jIw9IljA7mU2GzM4uM71CWPIJXjwo4tUv8ubfOEn2oNGChqKqm+6uIJHCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mr2d++5FrI2L1gJOE+xEdKhEKRtFK93f9Ub9ccavuHOQv8XJSgRyNfvmzN4hZGnGFTFJjup6boJ9RjYJJPi31UsMTysZ0yLuWKhpx42fzU6fkxCoDEsbalkIyV39OZDQyZhIFtjOiODLL3kz8z+umGF76mVBJilyxxaIwlQRjMvubDITmDOXEEsq0sLcSNqKaMrTplGwI3vLLf0nrrOrVqrXb80r9Ko+jCEdwDKfgwQXU4QYa0AQGQ3iCF3h1pPPsvDnvi9aCk88cwi84H98ouo28</latexit>

Rh



Summary: A better framework for delegated blind computation!

Hybrid Light-Matter 
Blind QC

Exploring new circuits 
design possibilities

Fault-tolerant scalable 
implementation



Outlook: Experiments force theorists to ask better questions!

What does security mean in the context of 
partially blind circuits?

If the server is malicious, can we confirm they 
are verify the computation?

What are the best codes for blind computing?

How can we further reduce the 
communications cost?  

(Or why is it impossible?)
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